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QHACQHACQHACQHAC 4.24.24.24.2 FeaturesFeaturesFeaturesFeatures andandandand EnhancementsEnhancementsEnhancementsEnhancements

1.1.1.1. AdminAdminAdminAdmin ConsoleConsoleConsoleConsole SupportedSupportedSupportedSupported ononononWindowsWindowsWindowsWindows VistaVistaVistaVista andandandand aboveaboveaboveabove

operatingoperatingoperatingoperating systemssystemssystemssystems

NowNowNowNowQHAcQHAcQHAcQHAc 4.24.24.24.2 ConsoleConsoleConsoleConsole cancancancan bebebebe installedinstalledinstalledinstalled onononon systemsystemsystemsystemwithwithwithwith anyanyanyany oneoneoneone ofofofof belowbelowbelowbelow operatingoperatingoperatingoperating

systems:systems:systems:systems:

� Microsoft Windows 2000 Professional / Server / Advanced Server

� Microsoft Windows XP Professional (32-bit/64-bit)

� Microsoft Windows Server 2003 Web / Standard / Enterprise (32-bit/64-bit)

� Microsoft Windows Vista Home Basic / Home Premium / Business / Enterprise / Ultimate (32-

bit/64-bit)

� Microsoft Windows 2008 Server Web / Standard / Enterprise (32-bit/64-bit)

� Microsoft Windows 2008 Server R2 Web / Standard / Enterprise (64-bit)

� Microsoft Windows 7 Home Basic / Home Premium / Professional / Enterprise / Ultimate (32-

bit/64-bit)

•••• Note:Note:Note:Note: InInInIn casecasecasecase ofofofof VistaVistaVistaVista andandandand above,above,above,above, allallallall componentscomponentscomponentscomponents ofofofof IISIISIISIIS shouldshouldshouldshould bebebebe selectedselectedselectedselected ifififif AdminAdminAdminAdmin ConsoleConsoleConsoleConsole isisisis

integratedintegratedintegratedintegrated withwithwithwith IISIISIISIIS webwebwebweb server.server.server.server.
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2.2.2.2. QHACQHACQHACQHAC 4.24.24.24.2 ClientsClientsClientsClients SupportedSupportedSupportedSupported onononon LinuxLinuxLinuxLinux systemssystemssystemssystems

ClientClientClientClient cancancancan bebebebe installedinstalledinstalledinstalled onononon systemsystemsystemsystem withwithwithwith anyanyanyany oneoneoneone ofofofof belowbelowbelowbelow LinuxLinuxLinuxLinux operatingoperatingoperatingoperating systems:systems:systems:systems:
� Red Hat Enterprise Linux 4.5

� Red Hat 9

� Fedora 7

� SuSE 7.3 / SuSE Enterprise Server 10 / SuSE Enterprise Server 11

� BOSS

� Mandrake 9.2

� Mandriva 2008

� CentOS 5

� Ubuntu 7.10

Note:Note:Note:Note: TheTheTheThe clientsclientsclientsclients needneedneedneed totototo bebebebemanuallymanuallymanuallymanually installedinstalledinstalledinstalled bybybyby thethethethe Administrator.Administrator.Administrator.Administrator.

InstallationInstallationInstallationInstallation ofofofof QHACQHACQHACQHAC 4.24.24.24.2 clientclientclientclient onononon linuxlinuxlinuxlinux machine:-machine:-machine:-machine:-

1)1)1)1) Copy ““““aclinuxaclinuxaclinuxaclinux”””” folder from QHAC 4.2 installation folder i.e.

C:\ProgramC:\ProgramC:\ProgramC:\Program Files\QuickFiles\QuickFiles\QuickFiles\Quick Heal\AdminHeal\AdminHeal\AdminHeal\Admin ConsoleConsoleConsoleConsole 4.2\Admin\web\build4.2\Admin\web\build4.2\Admin\web\build4.2\Admin\web\build

2)2)2)2) Paste the folder ““““aclinuxaclinuxaclinuxaclinux”””” in “tmp” folder of linux machine i.e. /tmp/

3)3)3)3) After that open the terminal windows on linux

4)4)4)4) Change the current user to root user by using following command (if already you have logged in

as root then skip this step 4 & 5)

Su –

5)5)5)5) Now system will prompt you for password, provide the password of root user.

(If the prompt changes from $$$$ totototo #### that means now you are performing operations with root

privileges.)

6)6)6)6) Now go to folder where you have kept the ““““aclinuxaclinuxaclinuxaclinux”””” folder i.e. /tmp/aclinux

7)7)7)7) Upon reaching to that folder issue below given command :-

./install

8)8)8)8) This will start installation of QHAC 4.2 client agent and Quick Heal on the machine.
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Requirements:-Requirements:-Requirements:-Requirements:- :-:-:-:-

1. To install Quick Heal, "libstdc++-libc6.2-2.so.3" is required.

2. In case of Admin Console, "libssl.so.0.9.6" is required..

3. In case of Admin Console, "libxml2.so.2" is required.

(We(We(We(We recommendrecommendrecommendrecommend installinginstallinginstallinginstalling thethethethe requiredrequiredrequiredrequired packagepackagepackagepackage asasasas perperperper thethethethe operatingoperatingoperatingoperating system.)system.)system.)system.)

4. To load online protection compiled dazuko is required on linux machine.

QH will automatically compile the dazuko on the machine if the source code is already

present/compiled else user has to compile dazuko on the machine manually to load online

protection.

(For(For(For(For moremoremoremore details,details,details,details, gogogogo throughthroughthroughthrough readme.txtreadme.txtreadme.txtreadme.txt presentpresentpresentpresent inininin aclinuxaclinuxaclinuxaclinux folder.)folder.)folder.)folder.)

CentralizeCentralizeCentralizeCentralize optionsoptionsoptionsoptions availableavailableavailableavailable forforforfor QHACQHACQHACQHAC 4.24.24.24.2 linuxlinuxlinuxlinux client:-client:-client:-client:-

Currently Linux client supports below settings from AC Web Console:

���� SummarySummarySummarySummary PagePagePagePage

o Infection Report (No real time report support)

o Client Status

o Update Status

���� ClientClientClientClient SettingsSettingsSettingsSettings

o Online Protection Settings

� Load Online Protection at Startup

o Update Settings

� Enable automatic update

o Update Mode

� Download from Admin Console Server

� Download from Internet

o Internet Settings (Proxy Settings)

� Enable Proxy Settings

���� UpdateUpdateUpdateUpdate NowNowNowNow

���� RemoteRemoteRemoteRemote UninstallUninstallUninstallUninstall

UninstallationUninstallationUninstallationUninstallation ofofofof QHACQHACQHACQHAC 4.24.24.24.2 linuxlinuxlinuxlinux client:-client:-client:-client:-
To uninstall Quick Heal please run "qhuninstall" from /usr/lib/QuickHeal/QuickHeal folder.

i.e.i.e.i.e.i.e. ””””./qhuninstall./qhuninstall./qhuninstall./qhuninstall””””
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3.3.3.3. AdminAdminAdminAdmin ConsoleConsoleConsoleConsole clientsclientsclientsclients ofofofof anananan earlierearlierearlierearlier version(4.0version(4.0version(4.0version(4.0 andandandand above)above)above)above) cancancancan

bebebebe automaticallyautomaticallyautomaticallyautomatically upgradedupgradedupgradedupgraded totototo newernewernewernewer versionversionversionversion
Quick Heal Admin Console clients of an earlier version can now be automatically upgraded to

newer version by simply redirecting the older version to newer version

Steps to upgrade earlier version (4.0 and above) :-

CaseCaseCaseCase 1111:-:-:-:- BothBothBothBoth i.e.i.e.i.e.i.e. earlierearlierearlierearlier versionversionversionversion (4.0(4.0(4.0(4.0 andandandand above)above)above)above) ofofofof QHACQHACQHACQHAC andandandand QHACQHACQHACQHAC 4.24.24.24.2 installedinstalledinstalledinstalled onononon

thethethethe samesamesamesamemachine.machine.machine.machine.

a. Let the machine IP, where earlier version (4.0 and above) of QHAC installed is

192.168.1.143192.168.1.143192.168.1.143192.168.1.143.

b. Now install QHAC 4.2 on this same machine

c. After complete installation, open console earlier version (4.0 and above) of QHAC and

go to Administrator Settings->Admin Server

d. Here, in Server Name/ip provide the name or ip of the machine. In this case user should

provide 192.168.1.143 and in the port field provide the port which user has selected for

client-server communication while installation of QHAC 4.2. By default it is 038.

So the details will be as follows

ServerServerServerServer Name/Ip:-Name/Ip:-Name/Ip:-Name/Ip:- 192.168.1.143192.168.1.143192.168.1.143192.168.1.143

Port:-Port:-Port:-Port:- 5038503850385038

e. Now the redirection is completed. As soon as clients of earlier version (4.0 and above) of

QHAC try to communicate with their server they will get redirected to QHAC4.2 which in

turn install QHAC 4.2 client on that client machine. And after that that copy of QHAC will

get upgraded to QHAC4.2.

CaseCaseCaseCase 2:-2:-2:-2:-EarlierEarlierEarlierEarlier versionversionversionversion (4.0(4.0(4.0(4.0 andandandand above)above)above)above) ofofofof QHACQHACQHACQHAC andandandand QHACQHACQHACQHAC 4.24.24.24.2 installedinstalledinstalledinstalled onononon thethethethe twotwotwotwo

differentdifferentdifferentdifferent machines.machines.machines.machines.

a. Let the machine IP, where earlierearlierearlierearlier versionversionversionversion (4.0(4.0(4.0(4.0 andandandand above)above)above)above) ofofofof QHACQHACQHACQHAC installed is

192.168.1.143192.168.1.143192.168.1.143192.168.1.143.

b. Now install QHACQHACQHACQHAC 4.24.24.24.2 on other machine whose IP is 192.168.1.144192.168.1.144192.168.1.144192.168.1.144

c. After complete installation, open console earlier version (4.0 and above) of QHAC and

go to Administrator Settings->Admin Server
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d. Here, in Server Name/ip provide the name or ip of the machine. In this case user should

provide 192.168.1.144 and in the port field provide the port which user has selected for

client-server communication while installation of QHAC 4.2. By default it is 5038.

So the details will be as follows

ServerServerServerServer Name/Ip:-Name/Ip:-Name/Ip:-Name/Ip:- 192.168.1.144192.168.1.144192.168.1.144192.168.1.144

Port:-Port:-Port:-Port:- 5038503850385038

Now the redirection is completed. As soon as users of earlier version (4.0 and above) of QHAC

try to communicate with their server they will get redirected to QHAC4.2 which in turn install

QHAC 4.2 client on that client machine. And after that copy of QHAC will get upgraded to

QHAC4.2.

Note:-InNote:-InNote:-InNote:-In bothbothbothboth thethethethe cases,cases,cases,cases, WeWeWeWe needneedneedneed notnotnotnot havehavehavehave totototo installinstallinstallinstall anyanyanyany packagepackagepackagepackage orororor sendsendsendsend requestrequestrequestrequest manuallymanuallymanuallymanually onononon

clientclientclientclient machine(asmachine(asmachine(asmachine(as inininin casecasecasecase ofofofof up-gradationup-gradationup-gradationup-gradation ofofofof QHACQHACQHACQHAC 4.04.04.04.0 totototo QHACQHACQHACQHAC 4.1)4.1)4.1)4.1) totototo upgradeupgradeupgradeupgrade existingexistingexistingexisting QHQHQHQH

clientclientclientclient totototo QHACQHACQHACQHAC 4.24.24.24.2 client.client.client.client.

One important point to remember, Automatic upgrade is not applicable in case of Linux client.

User has to manually uninstall the old client and reinstall new client on the linux machine.
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4.4.4.4. AdminAdminAdminAdmin ConsoleConsoleConsoleConsole ClientClientClientClient andandandand ServerServerServerServer communicationcommunicationcommunicationcommunication willwillwillwill notnotnotnot bebebebe

blockedblockedblockedblocked eveneveneveneven ifififif Windows/LinuxWindows/LinuxWindows/LinuxWindows/Linux FirewallFirewallFirewallFirewall isisisis TurnedTurnedTurnedTurned ON.ON.ON.ON.
Up to QHAC 4.1, users need to turn off Windows firewall to get QHAC client installed on the

machine. The reason behind this is that firewall blocks the communication of QHAC client and

QHAC server.

Now this problem has been resolved. Now user can install QHAC 4.2 client on the machine

where Windows firewall is ON without any problem.

To overcome on this problem, QH automatically creates below exception rules on the respective

system’s Windows firewall:-

a.a.a.a. TheTheTheThe systemsystemsystemsystemwithwithwithwith QuickQuickQuickQuick HealHealHealHeal AdminAdminAdminAdmin Console,Console,Console,Console, QHQHQHQHwillwillwillwill createcreatecreatecreate threethreethreethree exceptionexceptionexceptionexception rulesrulesrulesrules inininin

WindowsWindowsWindowsWindows FirewallFirewallFirewallFirewall forforforfor belowbelowbelowbelow givengivengivengiven QuickQuickQuickQuick HealHealHealHeal Application:Application:Application:Application:

� Agent Server 4.2

� Client Agent 4.2

� Admin Console Site Port 4.2

b.b.b.b. TheTheTheThe systemsystemsystemsystemwithwithwithwith QuickQuickQuickQuick HealHealHealHeal clientclientclientclient ,QH,QH,QH,QHwillwillwillwill createcreatecreatecreate anananan exceptionexceptionexceptionexception rulesrulesrulesrules ininininWindowsWindowsWindowsWindows FirewallFirewallFirewallFirewall

forforforfor belowbelowbelowbelow givengivengivengiven QuickQuickQuickQuick HealHealHealHeal Application:Application:Application:Application:

� Client Agent 4.2

c. IfIfIfIf thethethethe clientclientclientclient systemsystemsystemsystem isisisis aaaa Linux-basedLinux-basedLinux-basedLinux-based systemsystemsystemsystem thenthenthenthen thethethethe exceptionexceptionexceptionexception rulerulerulerule willwillwillwill bebebebe createdcreatedcreatedcreated inininin itsitsitsits

FirewallFirewallFirewallFirewall asasasas aaaa portportportport number.number.number.number.

Note:-Note:-Note:-Note:-While installation of QHAC 4.2(server or client) if windows firewall is disabled and after

installation of QHAC 4.2 (server or client) customer turned ON firewall of Windows then they

have to create above listed exception rule in firewall manually i.e. if on server side, then 3

exception rules and if on client side, then one exception rule.
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5.5.5.5. CustomizeCustomizeCustomizeCustomize thethethethe actionactionactionaction totototo bebebebe takentakentakentaken whenwhenwhenwhen virusvirusvirusvirus isisisis foundfoundfoundfound insideinsideinsideinside

archivearchivearchivearchive filesfilesfilesfiles fromfromfromfrom AdminAdminAdminAdmin ConsoleConsoleConsoleConsole ServerServerServerServer

This option is available in:-

Client Manager->Client Setting

Client Manager->Schedule Scan

Client Manager->Manage Policy->Configure Client setting/Configure schedule scan settings
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6.6.6.6. QuickQuickQuickQuick HealHealHealHeal AdminAdminAdminAdmin ConsoleConsoleConsoleConsole ClientClientClientClient ServerServerServerServer communicationcommunicationcommunicationcommunication hashashashas

beenbeenbeenbeen enhancedenhancedenhancedenhanced
Up to QHAC .1, QHAC require below given conditions to be get fulfilled to deploy QHAC client on

any machine

1. Client machine should get ping by QHAC server machine by IP address & vice versa

2. Client machine should get ping by QHAC server machine by machine name & vice versa.

If machine is able to ping by IP but not by name then in such situations QHAC client unable to

get installed on the machine.

Now QH has excluded the second condition that ““““ClientClientClientClient machinemachinemachinemachine shouldshouldshouldshould getgetgetget pingpingpingping bybybyby serverserverserverserver

machinemachinemachinemachine bybybyby machinemachinemachinemachine namenamenamename &&&& vicevicevicevice versaversaversaversa””””....Now if the machines are able to ping only by there IP

addresses from the QHAC server and vice versa then also QHAC client will get deployed on such

machines.

QuickQuickQuickQuick HealHealHealHeal AdminAdminAdminAdmin consoleconsoleconsoleconsole 4.24.24.24.2 cancancancan bebebebe installedinstalledinstalledinstalled inininin belowbelowbelowbelow givengivengivengiven networknetworknetworknetwork scenariosscenariosscenariosscenarios asasasas

well.well.well.well.

ScenarioScenarioScenarioScenario 1:-1:-1:-1:-
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ScenarioScenarioScenarioScenario 2:-2:-2:-2:-

ScenarioScenarioScenarioScenario 3:-3:-3:-3:-
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In above scenario 3, if user installs QHAC 4.2 on First network lan card i.e. 192.168.100.X of the

machine and the other machines, where the IP range is from 10.10.0.X series, are able to ping by

IP address from the QHAC 4.2 server machine & vice versa then QHAC 4.2 client will get

deployed successfully.

7.7.7.7. FirewallFirewallFirewallFirewall InstallationInstallationInstallationInstallation isisisis optionaloptionaloptionaloptional
Up to QHAC 4.1 we don’t have any method by which user can restrict the firewall to get installed

on QHAC client machines. But now in QHAC 4.2 QH has come up with a feature by which user

can restrict the firewall to get installed on QHAC 4.2 client machines.

While installation of QHAC 4.2, in the client installation setting window, QH has provided one

option i.e. ““““InstallInstallInstallInstall firewallfirewallfirewallfirewall onononon workstationsworkstationsworkstationsworkstations””””which will take care of installation of firewall on

QHAC client machines.

If the checkbox of ““““InstallInstallInstallInstall FirewallFirewallFirewallFirewall ononononWindowsWindowsWindowsWindows workstationworkstationworkstationworkstation”””” is checked then QH firewall will

get installed on the client machine along with QHAC client agent and Quick Heal.

Now in case, customer wants to install firewall only on few machines in the network then while

installation of QHAC 4.2, checkbox of ““““InstallInstallInstallInstall FirewallFirewallFirewallFirewall ononononWindowsWindowsWindowsWindowsworkstationworkstationworkstationworkstation”””” should be

unchecked. Later, after installation of clients, user has to manually install QH firewall on the

machines wherever they want. Users can get the firewall build “qhfwpro.exe” from “C:\Program

Files\Quick Heal\Admin Console 4.2\Admin\web\build” folder.
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NoteNoteNoteNote:-:-:-:- By default, QH firewall won’t get installed on SERVER operating systems (in case of QH

client) though the checkbox of ““““InstallInstallInstallInstall FirewallFirewallFirewallFirewall ononononWindowsWindowsWindowsWindows workstationworkstationworkstationworkstation”””” is checked. But you

can manually install firewall on server machines where the QHAC 4.2 client is installed.

8.8.8.8. DataDataDataData ProtectionProtectionProtectionProtection addedaddedaddedadded forforforfor InternetInternetInternetInternet SecuritySecuritySecuritySecurity andandandand Anti-VirusAnti-VirusAnti-VirusAnti-Virus

productsproductsproductsproducts

Data Protection feature has been added in the client of QHAC IS 4.2 and QHAC AV 4.2.

Now the customers who are using the Quick Heal Admin Console 4.2 for Internet Security or Quick Heal

Admin Console 4.2 for Antivirus will avail this feature.

Note:-Note:-Note:-Note:- ThisThisThisThis featurefeaturefeaturefeature isisisis notnotnotnot availableavailableavailableavailable forforforfor thethethethe standalonestandalonestandalonestandalone copiescopiescopiescopies ofofofof QHISQHISQHISQHIS 2010201020102010 orororor QHAVQHAVQHAVQHAV 2010.2010.2010.2010.

ItItItIt’’’’ssss onlyonlyonlyonly availableavailableavailableavailable forforforfor thethethethe clientclientclientclient ofofofof QuickQuickQuickQuick HealHealHealHeal AdminAdminAdminAdmin ConsoleConsoleConsoleConsole 4.24.24.24.2 forforforfor InternetInternetInternetInternet SecuritySecuritySecuritySecurity &&&&QuickQuickQuickQuick HealHealHealHeal

AdminAdminAdminAdmin ConsoleConsoleConsoleConsole 4.24.24.24.2 forforforfor AntivirusAntivirusAntivirusAntivirus


