Quick Heal Technologies Pvt. Ltd

QHAC 4.2 Features and Enhancements

1. Admin Console Supported on Windows Vista and above

operating systems

Now QHACc 4.2 Console can be installed on system with any one of below operating
systems:

Microsoft Windows 2000 Professional / Server / Advanced Server

Microsoft Windows XP Professional (32-bit/64-bit)

Microsoft Windows Server 2003 Web / Standard / Enterprise (32-bit/64-bit)

Microsoft Windows Vista Home Basic / Home Premium / Business / Enterprise / Ultimate (32-
bit/64-bit)

Microsoft Windows 2008 Server Web / Standard / Enterprise (32-bit/64-bit)

Microsoft Windows 2008 Server R2 Web / Standard / Enterprise (64-bit)

V V V VYV

Y VvV

» Microsoft Windows 7 Home Basic / Home Premium / Professional / Enterprise / Ultimate (32-
bit/64-bit)
* Note: In case of Vista and above, all components of IS should be selected if Admin Console is

integrated with IIS web server.
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Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= [ . Internet Information Services
[C] 1) FTP Server
= [¥] | Web Management Tools
= |, 56 Management Compatibility
.
. IS 6 Scripting Tools
056 WMI Compatibility
., @IS Metabase and IS & configuration compatibility
. II5 Management Console
. @IS Management Scripts and Tools

[J] | TS Management Service
] | »

e R —

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

| II5 Management Service

=R L World Wide Web Services
= | Application Development Features
. MET Extensibility

, ASP
, ASPLMET
, Cal
. ISAPT Extensicns
, ISAPT Filters
. Server-5Side Includes
[} . Common HTTP Features
£ (W [ Health and Diaonostics

NEEEEE
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Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= | Security
, Basic Authentication
., Client Certificate Mapping Authentication
, Digest Authentication
, 0I5 Client Certificate Mapping Authentication
J IP Security
., Request Filtering
. URL Authorization
. Internet Information Services Hostable Web Core

| Media Features =

| @ Microsoft NET Framework 3.5.1 e

ok || cancel |

NEEEEEEE
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QHAC 4.2 Clients Supported on Linux systems

Client can be installed on system with any one of below Linux operating systems:
Red Hat Enterprise Linux 4.5

Red Hat 9

Fedora 7

SuSE 7.3 / SUSE Enterprise Server 10 / SUSE Enterprise Server 11
BOSS

Mandrake 9.2

Mandriva 2008

CentOS 5

Ubuntu 7.10

Note: The clients need to be manually installed by the Administrator.

Installation of QHAC 4.2 client on linux machine:-

Copy “aclinux” folder from QHAC 4.2 installation folder i.e.
C:\Program Files\Quick Heal\Admin Console 4.2\Admin\web\build
Paste the folder “aclinux” in “tmp” folder of linux machine i.e. /tmp/
After that open the terminal windows on linux
Change the current user to root user by using following command (if already you have logged in
as root then skip this step 4 & 5)
Su—
Now system will prompt you for password, provide the password of root user.
(If the prompt changes from $ to # that means now you are performing operations with root
privileges.)
Now go to folder where you have kept the “aclinux” folder i.e. /tmp/aclinux
Upon reaching to that folder issue below given command :-
.Jinstall

This will start installation of QHAC 4.2 client agent and Quick Heal on the machine.
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Requirements:- :-
1. Toinstall Quick Heal, "libstdc++-libc6.2-2.50.3" is required.

2. In case of Admin Console, "libssl.s0.0.9.6" is required..
3. In case of Admin Console, "libxml2.s0.2" is required.
(We recommend installing the required package as per the operating system.)

4. To load online protection compiled dazuko is required on linux machine.

QH will automatically compile the dazuko on the machine if the source code is already
present/compiled else user has to compile dazuko on the machine manually to load online

protection.

(For more details, go through readme.txt present in aclinux folder.)

Centralize options available for QHAC 4.2 linux client:-

Currently Linux client supports below settings from AC Web Console:
> Summary Page
o Infection Report (No real time report support)
o Client Status
o Update Status
> Client Settings
o Online Protection Settings
= Load Online Protection at Startup
o Update Settings
= Enable automatic update
o Update Mode
=  Download from Admin Console Server
= Download from Internet
o Internet Settings (Proxy Settings)
= Enable Proxy Settings
> Update Now
> Remote Uninstall

Uninstallation of QHAC 4.2 linux client:-

To uninstall Quick Heal please run "ghuninstall" from /usr/lib/QuickHeal/QuickHeal folder.

i.e. ”./qhuninstall”
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3. Admin Console clients of an earlier version(4.0 and above) can

be automatically upgraded to newer version

Quick Heal Admin Console clients of an earlier version can now be automatically upgraded to

newer version by simply redirecting the older version to newer version

Steps to upgrade earlier version (4.0 and above) :-

Case 1:- Both i.e. earlier version (4.0 and above) of QHAC and QHAC 4.2 installed on

the same machine.

a.

Let the machine IP, where earlier version (4.0 and above) of QHAC installed is
192.168.1.143.
Now install QHAC 4.2 on this same machine
After complete installation, open console earlier version (4.0 and above) of QHAC and
go to Administrator Settings->Admin Server
Here, in Server Name/ip provide the name or ip of the machine. In this case user should
provide 192.168.1.143 and in the port field provide the port which user has selected for
client-server communication while installation of QHAC 4.2. By default it is 038.

So the details will be as follows

Server Name/Ip:- 192.168.1.143

Port:- 5038
Now the redirection is completed. As soon as clients of earlier version (4.0 and above) of
QHAC try to communicate with their server they will get redirected to QHAC4.2 which in
turn install QHAC 4.2 client on that client machine. And after that that copy of QHAC will
get upgraded to QHAC4.2.

Case 2:-Earlier version (4.0 and above) of QHAC and QHAC 4.2 installed on the two

different machines.

a.

Let the machine IP, where earlier version (4.0 and above) of QHAC installed is

192.168.1.143.
Now install QHAC 4.2 on other machine whose IP is 192.168.1.144
After complete installation, open console earlier version (4.0 and above) of QHAC and

go to Administrator Settings->Admin Server
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d. Here, in Server Name/ip provide the name or ip of the machine. In this case user should
provide 192.168.1.144 and in the port field provide the port which user has selected for
client-server communication while installation of QHAC 4.2. By default it is 5038.

So the details will be as follows

Server Name/Ip:- 192.168.1.144

Port:- 5038
Now the redirection is completed. As soon as users of earlier version (4.0 and above) of QHAC
try to communicate with their server they will get redirected to QHAC4.2 which in turn install
QHAC 4.2 client on that client machine. And after that copy of QHAC will get upgraded to
QHACA4.2.

Note:-In both the cases, We need not have to install any package or send request manually on
client machine(as in case of up-gradation of QHAC 4.0 to QHAC 4.1) to upgrade existing QH
client to QHAC 4.2 client.

One important point to remember, Automatic upgrade is not applicable in case of Linux client.

User has to manually uninstall the old client and reinstall new client on the linux machine.
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4. Admin Console Client and Server communication will not be

blocked even if Windows/Linux Firewall is Turned ON.

Up to QHAC 4.1, users need to turn off Windows firewall to get QHAC client installed on the
machine. The reason behind this is that firewall blocks the communication of QHAC client and
QHAC server.

Now this problem has been resolved. Now user can install QHAC 4.2 client on the machine
where Windows firewall is ON without any problem.

To overcome on this problem, QH automatically creates below exception rules on the respective

system’s Windows firewall:-

a. The system with Quick Heal Admin Console, QH will create three exception rules in
Windows Firewall for below given Quick Heal Application:
> Agent Server 4.2
» Client Agent 4.2
» Admin Console Site Port 4.2
b. The system with Quick Heal client ,QH will create an exception rules in Windows Firewall
for below given Quick Heal Application:
> Client Agent 4.2
c. If the client system is a Linux-based system then the exception rule will be created in its

Firewall as a port number.

Note:- While installation of QHAC 4.2(server or client) if windows firewall is disabled and after
installation of QHAC 4.2 (server or client) customer turned ON firewall of Windows then they
have to create above listed exception rule in firewall manually i.e. if on server side, then 3

exception rules and if on client side, then one exception rule.
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5. Customize the action to be taken when virus is found inside

archive files from Admin Console Server

8 Quick Heal Admin Conscle 4.2

AN
\J\ Admin Console 4.2

¥ Summary

Client Settings

¥ Client Deployment

¥ Chent Manager 3
Scanner Settings

Item to Scan Advanced Options

¥ Chent Settings
¥ Manage Poboes

# Executable 7 can Packed File:
¥ Manage Groups Executabls Files Scan Packed Files
¥ Sean Now All Files

¥ update Now

b et do ©. How to respond when a virus is found
Schedule Scan

Repair automatically, quarantine if unsuccessful -

How ta respond when virus found in archive file

Repoet caly
* Administrator Settings "

* Update Manager

Online Protection Settings

¥ Client Reports

= ! Load Online Protedtion at Startup
License Manager

< Dusplay Alert to User

How to respond when a virus is found

Repair automatically, quarantine f unsuccessful

Data Protection Settings
Enable Data Protecton
Block write access to removable drives

@ Iternet | Protected Mode: On

This option is available in:-
Client Manager->Client Setting
Client Manager->Schedule Scan

Client Manager->Manage Policy->Configure Client setting/Configure schedule scan settings
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6. Quick Heal Admin Console Client Server communication has

been enhanced
Up to QHAC .1, QHAC require below given conditions to be get fulfilled to deploy QHAC client on
any machine

1. Client machine should get ping by QHAC server machine by IP address & vice versa

2. Client machine should get ping by QHAC server machine by machine name & vice versa.
If machine is able to ping by IP but not by name then in such situations QHAC client unable to

get installed on the machine.

Now QH has excluded the second condition that “Client machine should get ping by server
machine by machine name & vice versa”. Now if the machines are able to ping only by there IP
addresses from the QHAC server and vice versa then also QHAC client will get deployed on such
machines.

Quick Heal Admin console 4.2 can be installed in below given network scenarios as

well.

Scenario 1:-

192.168.1.1

Quick Heaal Admin Console Sarver

Subnet 1 - 192.168.10.X/255.255.255.0 Subnet 2 — 192.168.100.X/255.255.0.0
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Computer having static IP Address
uick Heal Admin Console Server
. DHCF Server

Metwoark Compiluters Hawing
Dynamic IP Address

Scenario 2:-

<SS

Scenario 3:-
Server is having two Metwork Card
First MNetwork Card contains IP of range 192.168.100.X
Second Metwork Card contains IP of range 10.10.0.X
Quick Heal Admin Console Server
Metwork 1 Metwork 2
r—r—----"""""""="-"""=""7""="/"—7—7———= 1 F-""""—"—"—"—"—"—"=—"—"—"—=——=—= |

192.168.100.10

2,
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In above scenario 3, if user installs QHAC 4.2 on First network lan card i.e. 192.168.100.X of the
machine and the other machines, where the IP range is from 10.10.0.X series, are able to ping by
IP address from the QHAC 4.2 server machine & vice versa then QHAC 4.2 client will get

deployed successfully.

7. Firewall Installation is optional

Up to QHAC 4.1 we don’t have any method by which user can restrict the firewall to get installed
on QHAC client machines. But now in QHAC 4.2 QH has come up with a feature by which user

can restrict the firewall to get installed on QHAC 4.2 client machines.

While installation of QHAC 4.2, in the client installation setting window, QH has provided one
option i.e. “Install firewall on workstations” which will take care of installation of firewall on

QHAC client machines.

#3 Quick Heal Admin Console @
Client Installation Settings W

Specify the path of the client computer where Quick Heal has to he deployed. Be ensure that
the path you are specifying is correct. These changes can not be modified once the Quick
Heal Admin Consale installation is completed.

— Installation settings
Specify one of the following wariables for setting the client installation path. Ifvou do not
wish to use the default variables then pravide the specific installation path.

SBOOTDRIVES:: The Boot drive of the system.
WPROGRAMFILESY:: The location of Program Files folder.

% PROGRAMFILES %) Quick HeallQuick Heal

Specify a2 part number to be used for Server and Client communications and
management. The specified port number should not have conflicts with network
enviranment or applications, otherwize choose different part.

Client Agent Communication Port: | 5053

v Install Fireswall on Workstations I

[ <<Back | [ Ned-r || cancel |

If the checkbox of “Install Firewall on Windows workstation” is checked then QH firewall will

get installed on the client machine along with QHAC client agent and Quick Heal.

Now in case, customer wants to install firewall only on few machines in the network then while
installation of QHAC 4.2, checkbox of “Install Firewall on Windows workstation” should be
unchecked. Later, after installation of clients, user has to manually install QH firewall on the
machines wherever they want. Users can get the firewall build “ghfwpro.exe” from “C:\Program

Files\Quick Heal\Admin Console 4.2\Admin\web\build” folder.
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Note:- By default, QH firewall won't get installed on SERVER operating systems (in case of QH
client) though the checkbox of “Install Firewall on Windows workstation” is checked. But you

can manually install firewall on server machines where the QHAC 4.2 client is installed.

8. Data Protection added for Internet Security and Anti-Virus

products

{& Quick Heal Admin Console 4.2

£
- Admin Console 4.2

' summary Data Protection Settings
¥ Client Deployment

[ Enable Data Protection

s aes Block write access to removable drives

.
Client Settings Block complete access to removable drives

¥ Manage Policies

' Manage Groups

" Scan Now

¥ Update Now

* Schedule Scan

¥ Export Settings

' Import Settings
P Administrator Settings
¥ Update Manager
} Client Reports

¥ License Manager

Done

Firewall Settings

V| Enable Firewall Protection

Email Protection Settings
7| Enable Email Protection

Y| Enable AntiSpam Protection

Enable White List
Enable Black List

Enter Email-ID Add

@ White List Black List

Edit
Delete

E

<« |

€ Intemnet | Protected Mode: On v 1% v

Data Protection feature has been added in the client of QHAC IS 4.2 and QHAC AV 4.2.

Now the customers who are using the Quick Heal Admin Console 4.2 for Internet Security or Quick Heal
Admin Console 4.2 for Antivirus will avail this feature.

Note:- This feature is not available for the standalone copies of QHIS 2010 or QHAV 2010.

It’s only available for the client of Quick Heal Admin Console 4.2 for Internet Security & Quick Heal

Admin Console 4.2 for Antivirus
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